Log4j Security Threat

Dear Valued Customer,

A security vulnerability has been identified in a widely used open source java
logging application, Log4j / Log4j 2. It has been addressed in releases Log4j
2.12.2 for Java 7 and 2.16.0 for Java 8 and up.

What Q Software Products are affected?

e None of our On Premise or Q Cloud Applications are affected by this
vulnerability

What is the overall Risk to JD Edwards?
For JD Edwards customers using Weblogic

- Oracle reports that there is no risk.
For JD Edwards customers using Websphere

- Please see the following updates issued by IBM to install updates that will
mitigate this vulnerability

https://www.ibm.com/support/pages/node/6525706

Q Software intends to take the recommended steps of upgrading to the newest
published versions of Log4.

For more information on this threat, visit: https://logging.apache.org/log4j/2.x

Please contact Tres Paul (tfresp@gsoftware.com) with your questions/concerns.
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