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• The Path to the Cloud

• How Application Security is Affected when moving to the Cloud

• A plan for Best practice in Managing AppSec

• Simple Auditing of Security in the Cloud  

Objectives – to Understand…..
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Why is Security 
Necessary?

Your ERP system contains all your Key 
Company Data

Theft Fraud
Compliance

Risk Management

Internal Controls

Governance



Wide System 
Authorizations

Poor Internal Controls
Non-Segregation 

of Duties
Lack of Supervision Business Pressure

Fraud Exposure and Insufficient Controls

50% OF COMPANIES EXPERIENCE FRAUD MOST COMMON TYPES OF FRAUD

2001 2003 2005 2007 2009 2011 2014 2016 2018
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ROOT CAUSES

Source: PwC 2018 Crime & Fraud Survey

Accidental Data Error

Financial Statement Manipulation

Theft of Cash, Cash Receipts, or Inventory

Corruption

Theft of Intellectual Property
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Fraud – The Business Suffers



The Efficiency Conundrum

Costs

SkillsRisk



Let’s Move to the Cloud
What Happens to Risk?

Data Management – Better/Worse?

Skills & Expertise

More Complex Security Environment

Management & Monitoring
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%age of Workload in the Cloud in 2020





Multi-Cloud is the New Normal



Primary Goal 
in Going to the 
Cloud?

© AllCloud







Elastic Resources

Capital/Cost Savings

Deployment & Maintenance

Focus on Operations not IT 
Infrastructure

More Modern

Stampede to 
the Cloud?

Functional Match
Business Case

Strong SoD & Access Control 
IT General Controls

Risk Controls 
SLA, Support, Managed Services



Challenges of the Cloud

© Syntax/ASUG



2019 2018
Successes & Failures



CLOUD STRATEGIES
A Progressive Path

LIFT & SHIFT

Hosting
Lose the Infrastructure

Management
Cost Modelling

Skills
Business Benefits

Data Security

CLOUD ERP

Oracle & Lock In
Watch for Functional Match

ROI & Efficiency
Turn up the Volume

Who Owns the System
Business Benefits
Digital Initiatives

EDGE APPLICATIONS

HR, Expenses, CRM
Procurement, Supply 

Chain
Self Service
Experience



• Specialized Staff

• Automated Processes

• Control & Discipline

• Backup, Replication, DR, etc

• Visibility & Management Dashboard

• SLA

Managed Services – Manage Risk & Cost



S e c u r i n g  Y o u r  E R P

Con ti n u ou s 
M o n i to ri n g

Cl o u d/I n f ras t ru c tu r e

ERP  M o n i to ri n gM al ware

B ou n dary /Port s/P ro toc ol s

Data P ro tec ti o n

Application Security
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• User Authorization 

• Access 

• Segregation of Duties

• Role Design

• Auditing & Reporting

• Compliance

Application Security



Oracle ERP 
Cloud 
Security





Review Risk – Who Needs Access?

Least Privilege 



The ERP 
Security
Life 
Cycle

Continuous 
Monitoring

Role Based 
Access 
Control

User 
Provisioning

Segregation 
of Duties

Audit 
Reporting

Periodic 
Review



Check Access, Prevent Security Creep – Pro-Active Controls



Are used as a measure of Internal Control to minimize the 
chances of error or fraud in the workplace. Dividing duties is an 

ideal way to lessen the chance of human error or fraud.

Maintains cash 

balances 

Maintains custody 

of cash on hand

Segregation of Duties

Segregation of Duties Rules



Your Risk Model

Ranking Description Risk / Impact Action Responsibility

Critical
Approve Pay Rates & 
Employee Master Data 
Maintenance

An individual with this access could approve 
salary/wage rate increases and update HR 
master data without any independent review.

Remediate
Payroll 

Manager

High
Approve Invoices (Vendor 
Payments) & Approve 
Purchase Orders

An individual could approve a fictitious or 
inappropriate purchase order and enter an 
invoice against that order. This covers two of the 
three-way match controls, thereby weakening 
the three-way match control. 

Mitigate Controller

High
Cash Disbursement & 
Create / Maintain Bank 
Accounts

An individual could create a ficticious bank 
account which appears to be part of the 
company and re-direct funds to this bank 
account by authorizing cash disbursements 
records.

Remediate or 
Mitigate

Controller



Sources

• External Audit

• QSoftware

Getting Started – Sample Rules



Top 5 Audit Reports



Top 5 Audit Reports

General Metrics 

Rule Details 

Violation Summary 

Violation Details 

Mitigations 



1. Role/Responsibility Design 
Take care with Seeded Content 

2. Base on Processes 
Reduce Security Management

3. Segregation of Duties 
Reduce likelihood of Fraud

4. Continuous Monitoring 
Second line of Defense

5. Processes - Provisioning & Role Maintenance 
IT General Controls

6. Periodic Review 
Involve the Business 

7. Audit
Have to know your starting point

Planning – 7 Essentials
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Audit your ERP Security
P l a n  R e m e d i a t i o n ,  U n d e r s t a n d  R i s k

Manual, costly

SQL 

Very Expensive, not immediate or adaptable

Specialists

Takes time/money

Tools

Accurate, very easy, on demand

QCloud Audit as a Service





The Future of Security Audit has Arrived

QCloud Demo….



Security of Customer Data

Hosted at AWS/OCI
Totally secure 
Environment

Encrypted at Rest
in the QCloud

Encrypted in Flight

From customer site 
to QCloud

. 

ISO/IEC 18033-3:2010 Part 3 Encryption (Oracle Standard)

No Business Data

Uploaded to the Q Cloud
. 
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Q Software By the 
Numbers

Over

20+ Years in Audit & Security Management

320 Customers Worldwide

95% Customer Retention Rate

350+ Audits (100 on QC)

100+ Man years development 



Energy

Manufacturing/
Distribution

Construction/
Engineering

Retail

Pharmaceuticals

Food

Finance/
Government

Leisure/
Entertainment



Click to edit Master title style
Continuous 
Monitoring

Role Based 
Access 
Control

User 
Provisioning

Segregation 
of Duties

Audit 
Reporting

Periodic 
Review



10 Best Practice Tips for ERP Security in the Cloud

1. Evaluate the Risks (experience is key)
2. Encryption & Authentication
3. Know your Business Processes
4. Audit Live Security
5. Plan your Roles - Authorization
6. A Risk Matrix (yours not someone elses’)
7. Build IT General Controls
8. Use the Tools & the Experience
9. Periodic Review – Involve the Business
10. Least Privilege
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