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Objectives — to Understand.....

* The Path to the Cloud

* How Application Security is Affected when moving to the Cloud
e A plan for Best practice in Managing AppSec

e Simple Auditing of Security in the Cloud
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Mike Ward

* 45 Years IT Experience

* ERP from the Beginning

e 250 ERP Audits

* Leicester City FC since 1963

e @mikeaward

A Young Man.

Aéed by .
Isolation

~ERP audif, security & efficiency
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Tres Paul

20 Years IT Experience
Business Analyst
Technical Architect
Security Design
Multiple ERP — JDE, EBS
Supports Liverpool FC

-ERP audit, security & efficiency

-~
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* Infroduction & Objectives
» Understand the Risks

* Moving to the Cloud

« AppSec Controls

« Auditing ERP

« SUMMary
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Why is Security Your ERP system contains all your Key
Necessary? Company Data

Compliance Internal Controls
Risk Management Governance
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Fraud Exposure and Insufficient Controls

50% OF COMPANIES EXPERIENCE FRAUD MOST COMMON TYPES OF FRAUD

@ Theft of Intellectual Property

Accidental Data Error

2001 2003 2005 2007 2009 2011 2014 2016 2018

Theft of Cash, Cash Receipts, or Inventory

Source: PwC 2018 Crime & Fraud Survey

ROOT CAUSES

Non-Segregation Wide System

of Duties Authorizations Lack of Supervision Business Pressure

Poor Internal Controls
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INTERNAL CONTROL WEAKNESSES
WERE RESPONSIBLE FOR NEARLY

HALF OF FRAUDS

© ACFE 2018




Fraud — The Business Suffers
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The Efficiency Conundrum
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Let's Move to the Cloud

What Happens to Risk?

More Complex Security Environment

I Data Management — Better/Worse?

Management & Monitoring

Skills & Expertise
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* Moving to the Cloud
* AppSec Controls

« Auditing ERP

« SUMMary
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%age of Workload in the Cloud in 2020

32.2% 28 30
23.7%
11.8%

100% 75-99% 50-74% 25-49%  Less than
25%

© AllCloud
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Microsoft

Salesforce

Adobe

Oracle

SAP

Next 10

Enterprise SaaS

Annual

VendorMarket Share & Revenue Growth Growth

Cisco, Google, IBM, ServiceNow, Workday, etc

0% 5%

Microsoft
45%

Salesforce

25%

Adobe
32%

Oracle
43%

SAP
36%

Next Ten
28%

10% 15% 20% 259, (Based on lnstfour

Worldwide Market Share - Q2 2018

Quarters)

Source: Synergy Research Group
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Multi-Cloud is the New Normal

Enterprise Cloud Strategy
1000+ Employees

Multiple private

Multiple public

Single public Multi-Cloud

84%

Single private Hybrid cloud

No plans

Source: RightScale 2019 State of the Cloud Report from Flexera
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Primary Goal
in Going to the
Cloud?

27.6% M security 13.8% M Cost
26.3% MW Reliability 7.9% W Integrations
22.4% M Flexibilty 2.0% M Internal knowhow, available resources

© AllCloud
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Cloud Challenges by Company Size

% of Respondents

Managing cloud spend 84%

(V7
Governance a%k

81%

Security

9%

\l|

Compliance

79%
7%

Lack of resources/expertise

Managing multi-cloud 76%

. . 0 .
Cloud migration T ® Enterprise

m SMB

Source: RightScale 2019 State of the Cloud Report from Flexera
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Public Cloud Adoption - Enterprise

% of Respondents

AWS

Azure

Google Cloud

VMware Cloud on AWS

IBM Cloud

Oracle Cloud Y% 10% ® Currently use

W Experimenting

Alibaba Cloud

® Plan Lo use

Saurce: RightScale 2019 State of the Cloud Report from Flexera




Stampede to
the Cloud?

Functional Match

Business Case

Strong SoD & Access Control
IT General Controls

Risk Controls

SLA, Support, Managed Services

Elastic Resources
Capital/Cost Savings
Deployment & Maintenance

Focus on Operations not IT
Infrastructure

More Modern
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Challenges of the Cloud

Inconsistent standards

More expensive | 30
Unplanned downtime | 2"

Data migration

Can't find integration support
Security issues

Slow lead times

Lack of training available

Lack of support from provider

More work for my staff

© Syntax/ASUG
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Successes & Failures

Reduced workload for IT staff

Ability to hibernate systems

2019

DISSATISFIED SATISFIED DISSATISFIED
82 73% g% 65%

2018

76% 48%
39% 28%
.
22% 17%
20% 131%

questoraclecommunity.org/questforumdigitalevent

<0> Quest Forum Digital Event



LIFT & SHIFT

Hosting
Lose the Infrastructure
Management
Cost Modelling
Skills
Business Benefits
Data Security

CLOUD STRATEGIES

A Progressive Path

EDGE APPLICATIONS

HR, Expenses, CRM

Procurement, Supply
Chain

Self Service

CLOUD ERP

Oracle & Lock In
Watch for Functional Match
ROI & Efficiency
Turn up the Volume
Who Owns the System
Business Benefits
Digital Initiatives

Experience

questoraclecommunity.org/questforumdigitalevent
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Managed Services — Manage Risk & Cost

 Specialized Staff

* Automated Processes

* Control & Discipline

* Backup, Replication, DR, etc

* Visibility & Management Dashboard

"~ SERVICE

S

6

@@X 'n?m @"k *@*Fﬁ‘

ADVICE EXPERIENCE SUPPORT COMPETENCE QUALITY PERFORMANCE SATISFACTION TIP
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Securing Your ERP

Application Security

Continuous Data Protection

Monitoring

Malware ERP Monitoring

Cloud/Infrastructure
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Contents

* AppSec Controls
« Auditing ERP
« SUMMary
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Application Security

e User Authorization

* Access

* Segregation of Duties
* Role Design

e Auditing & Reporting
* Compliance
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Oracle ERP
Cloud
Security

Provisioning Rules

Data Roles

Data Security Policy

Duty Role

Role-Based Access
Control (RBAC)

Privilege
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Review Risk — Who Needs Access?

Developers, IT

Third Parties: Vendors,
Consultants, Customers

New Employees

Terminations

Transfers

Least Privilege
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The ERP Monitoring
Security
Life Periodic Roi‘ifeaszed

Cyc | e Control

Segregation
of Duties
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Segregation of Duties Rules Q

Are used as a measure of Internal Control to minimize the
chances of error or fraud in the workplace. Dividing duties is an
ideal way to lessen the chance of human error or fraud.

Segregation of Duties

Maintains cash Maintains custody
balances of cash on hand
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Your Risk Model

Ranking Description Risk / Impact Action Responsibility

Approve Pay Rates & An individual with this access could approve

@ 7iile-|E mployee Master Data  salary/wage rate increases and update HR Remediate I\:aa:;zgr
Maintenance master data without any independent review.
An individual could approve a fictitious or
Approve Invoices (Vendor inappropriate purchase order and enter an
Payments) & Approve invoice against that order. This covers two of the Mitigate Controller
Purchase Orders three-way match controls, thereby weakening
the three-way match control.
An individual could create a ficticious bank
Cash Disbursement & account which appears to be part of the _
Create / Maintain Bank  company and re-direct funds to this bank Re:;lft?;ttz °" " Controller
Accounts account by authorizing cash disbursements
records.
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Getting Starfed — Sample Rules X

Segregation Of Duties Rules

S O U rC es » (2 Object to Object
. EX'l'erndl Audi-l- 4 9 Duties to Duties

b icgRule011 - Prepare / Make Bank Deposit & Cash Receipt Processing
. QS Of-I-WO re ) &£%Rule012 - Create and Maintain Bank Accounts & Cash Receipt Processing
Ji .‘;i:;RulemS - Prepare Bank Account Reconciliations & Cash Receipt Processing
b :jnguIe:}M - Create and Maintain Bank Accounts & Prepare / Make Bank Deposit
b J£2Rule015 - Create and Maintain Bank Accounts & Prepare Bank Account Reconciliations
} i£2Rule016 - Process Delivery & Process Billing
| 2 .ﬂ; Ruled17 - Price Maintenance & Process Billing
4 {"é Ruled18 - Authorizes Account Receivable Write-Offs & Maintain Subsidiary A/R Sub-Ledger
P J£2RUIE019 - Maintain Sales Orders & Customer Master Maintenance
b .ﬂ; Rule020 - Maintain Subsidiary A/R Sub-Ledger & Maintain Sales Orders

[ :jngulet}m - Maintain Subsidiary A/R Sub-Ledger & Process Billing

v
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Top 5 Audit Reports

Q Cloud Audit for [EBS DEMO]
General Metrics Summary

Sep 10 2018
General Metrics Description Value

Total Number of Active Users 3151
Total Number of Inactive Users 255
Average number of Responsibilities per user 6.41205
Responsibilities with Conflicts 1165
Average Number of Users Per Responsibility 5.48537
Percent of Users without Conflicts 66.3599
Percent of Users with Conflicts 33.6401
Total Conflicts 7327
Average Conflicts Per Responsibility 97.0197
Responsibilities Assigned to users 3860
Users Not Assigned a Responsibility 103
Policies with conflict 16
Inactive Responsibility Count 770
Users Assigned a Responsibility 3303
Total Number of Users with Conflicts 1060
Average Conflicts per User 6.91226
Total Number of Active Policies 16
Average Number of Applications Per Responsibility 5.49677
Active Responsibility Count 4357
Total Responsibiltiy Assignments 21179
Policies without conflict 0

<0> Quest Forum Digital Event
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TOp 5 AUd |t Re pOrtS Q Cloud Audit for [EBS DEMO]
General Metrics Summary
Sep 10 2018
General Metrics Description Value

. Total Number of Active Users 3151
Q Geﬂera| MetrICS Total Number of Inactive Users 255
Average number of Responsibilities per user 6.41205
Q Rule Deta | |S If..es.:?uo"s. b te_s th Co'“.f cts_. _ _ ) ::Ifi
Average Number of Users Per Responsibility 5.48537
. . Percent of Users without Conflicts 66.3599
e Violation Summa 'Y [Percent of Users with Conflicts 33.6401
Total Conflicts 7327
Q Vlolatlon Detalls ;ege -;_D'“f ct;s :’E'"NRE.SDD'“S :3. ty ““T’El:““?
lesponsibilities Assigned to users 38060
.. . Users Not Assigned a Responsibility 103
o Mitigations Policies with conflict T

Inactive Responsibility Count 77
Users Assigned a Responsibility 3303
Total Number of Users with Conflicts 1060
Average Conflicts per User 6.91226
Total Number of Active Policies 16
Average Number of Applications Per Responsibility 5.49677
Active Responsibility Count 4357
Total Responsibiltry Assignments 21179
Policies without conflict 0

questoraclecommunity.org/questforumdigitalevent
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Planning — 7 Essentials

1. Role/Responsibility Design
Take care with Seeded Content
2. Base on Processes
Reduce Security Management
3. Segregation of Duties
Reduce likelihood of Fraud
4. Continuous Monitoring
Second line of Defense
5. Processes - Provisioning & Role Maintenance
IT General Controls
6. Periodic Review
Involve the Business
7. Audit
Have to know your starting point
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* Audifing ERP
« SUMMary
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Audit your ERP Security

Plan Remediation, Understand Risk

QCloud Audit as a Service

Accurate, very easy, on demand

Tools

Takes time/money

Specialists

Very Expensive, not immediate or adaptable

sQL

Manual, costly
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QHELPER

RECEIVE DATA
DECRYPT

RUN ANALYSIS
PRODUCE RESULTS

EXTRACT
SECURITY DATA

ENCRYPT
TRANSMIT

LINK TO RESULTS
RECOMMENDATIONS

HISTORY 1
ENQUIRY ERP SYSTEM
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QCloud Demo....

The Future of Security Audit has Arrived
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Security of Customer Data
ISO/IEC 18033-3:2010 Part 3 Encryption (Oracle Standard)

No Business Data Hosted at AWS/OCI

Uploaded to the Q Cloud * Totally secure
: Environment

Encrypted in Flight

From customer site *
o QCloud

Encrypted at Rest
in the QCloud
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« SUMMary
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Mid-West USA Sales
Cincinnati, OH

UK Development
Leatherhead, Surrey

EMA Support
+44 1372 700750
NA Support
+1- 888-308-3771

x 711 Northeast USA Sales

Burlington, MA UK Sales Office
Leatherhead
Surrey

EMEA Sales Office
Bergen op Zoom
Netherlands

Indian Development

Western USA Sales Southeast USA Sales Centre, Bangalore

Denver, CO Orlando, FL

O sales Office -
O Product Develoy
O Regional Suppo



Q Software By the
Numbers

Over .
c 20+ Years in Audit & Security Man
« 320 Customers Worldwide

e 95% Customer Retention Rate

e 350+ Audits (100 on QC)

« 100+ Man years development
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Fraud
Detector

Click to ed

Continuous
Monitoring

Periodic
Review

Periodic
Review

Segregation
of Duties

Security Manager Pro

+ Efficient Security Management
v Efficient Roll-out

Role Based
Access
Control

User Admin
Manager
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10 Best Practice Tips for ERP Security in the Cloud

1. Evaluate the Risks (experience is key)

. Encryption & Authentication

. Know your Business Processes

.. Audit Live Security

. Plan your Roles - Authorization

. A Risk Matrix (yours not someone elses’)
7. Build IT General Controls

s. Use the Tools & the Experience

o.  Periodic Review — Involve the Business
0. Least Privilege
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At Quest, you belong.

Swap stories, ask questions, find answers, and learn from other Oracle users.

Quest
JD Edwards
Community

Quest is where you go to:

» Connect with other users who have
preceeded you on the journey.

Quest
PeopleSoft
Community

» Interact directly with Oracle
product leaders and industry
iInnovators.

Quest
Oracle Cloud
Community

» Get hands-on, practical, deep dive
product education.

» Gain useful insights to further your
company's technology roadmap
and strategy.

Quest

IOUG Database
& Technology
Community
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Q&A

Mike Ward:
mikew@gsoftware.com

Session ID:

102180

Remember to provide your
session feedback in the app!


mailto:mikew@qsoftware.com

Quest Forum Digital Event Continues!

Cloud Week
Wednesday, May 27 - Friday, May 29

JD Edwards Week
Monday, June 8 - Thursday, June 11

PeopleSoft Week
Monday, June 1 - Thursday, June 4

Training & Workshops Day
Friday, June 12

Professional Development &
Emerging Technology Day

Friday, June 5

Database & Technology Week
Monday, June 15 - Thursday, June 18

REGISTER TODAY!




