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Preparing for the Auditors



Jen Leatherman
• Logistics

• Project Manager

• IT Business Solutions Director

• Business Orientation

• Delivering Value & Change

• Favorite Road Trip – Traveling around Ireland



Mike Ward
• 40 Years IT Experience

• ERP from the Beginning

• 300+ Audits

• @mikeaward

• Supports Leicester City FC

• Aged by Isolation (no road trips)



Objectives of the Presentation

• To identify the main obstacles to a successful JDE security audit at 
CTB and the areas that continue to remain a problem in each audit. 

• To share the baseline analysis at implementation of Q Software’s 
QCloud solution. Share how we use the tool to improve security 
setup and reduce risk. 

• Share our new policy for auditing; review and approving JD Edwards 
security setup in a timely manner. 



CTB, Inc.

• Founded in 1952 in Ohio, moved to 
Milford, Indiana in 1954

• Became a wholly owned subsidiary of 
Berkshire Hathaway Inc. in 2002

• $1 Billion annual sales

• 3,000+ employees worldwide

• 46 Manufacturing & Warehouse facilities

• Corporate brochure produced in 8 
languages



IT Infrastructure

• Small Corporate IT staff (9)

• CIO, 2 programmers, 3 business analysts and 3 network & PC 
Support

• Tenure at CTB: 3@40+, 2@30+, 2@20+ and 2@1year (239 years)

• Supporting 11 locations on JDE with 650 users, a total of 1,200 
domestic employees

• JDE World A9.4 base, on-prem running on an IBMi Power 8



CTB, Inc. - Audit Challenges

• Audit items were a moving target

• Lack of complete SOD definitions

• Based our SOD review on previous audit discovery

• Reporting was cumbersome

• People most familiar with JDE functions and security were not 
allowed to perform internal review

• Lack of resources made this entire process inefficient, hard to 
complete in a timely manner resulting in the inability to 
complete on a quarterly basis 

• Focused on Segregation of Duties Only



CTB, Inc – Previous Audit Process

• CTB used Showcase Report Writer and eventually ReportsNow, but this 
was still cumbersome and hard for our review group to understand. 

• A9.3 introduced the new JDE Security Workbench. We started with no 
access and attempted to build proper user access. This was our biggest 
upgrade issue. 

• Security in general was a struggle for us in A9.3 so we spent our first year 
just trying to manage the system access without thought to an upcoming 
audit. Our IT Audit came the following year resulting in many red flags.

• We upgraded to A9.4  and chose to implement role-based security to 
reduce maintenance but still had issues with producing easy to use 
reports. We struggled with proper setup of the JDE Security Auditing and 
Reporting module for this process to be successful. 

• We needed help!



CTB, Inc – Search and Solution

• Top considerations were cost, our limited internal resources and the 
need for simplified results leaving us three options.
• Pursue custom reporting (limited to our internal knowledge base)
• Setup JDE A9.4 to use canned reporting (limited to our knowledge base and 

restricted resources)
• 3rd Party solution (rely on the experts)

• QCloud was our chosen solution in 2018. It was the perfect fit for CTB!
• Very easy to install 
• No in-house technical skills required
• Rapid results: delivered within 48 hours (now within same day)
• Accurate, comprehensive information delivered online
• Saved CTB time and money



QCloud Audit – General Security



QCloud Audit – Critical Object Access 



QCloud Audit – Critical Object Access –Work by User - Drill Down



QCloud Audit – Critical Object Access –Work by User - Drill Down



QCloud Audit – SoD Rules –Work by User - Drill Down



QCloud Audit – SoD Rules – Work by User - Mitigation



QCloud Audit – SoD Rules –Work by User – Mitigation – Drill Down



Related Document Functionality



CTB, Inc. – Audit Scorecard

Audit Item Initial Audit Results Q1 2020 Results Improvements

General Security – Menus, 
Action Code, Programs, 
Function Key, UDC and 
BU-Cost Center

25 Potential Issues for 
review

11 44%

Access to Critical Object 
Data Programs - % of 
users violating 
Critical/Master Data Rules

42% 28% 33%

Segregation of Duties –
Object to Object Rules

16% 11% 31%



Very Rapid, No Effort….......Answers

QCloud Audit as a Service



Costs

SkillsRisk



Wide System 
Authorizations

Poor Internal Controls
Non-Segregation 

of Duties
Lack of Supervision Business Pressure

Fraud Exposure and Insufficient Controls

50% OF COMPANIES EXPERIENCE FRAUD MOST COMMON TYPES OF FRAUD

2001 2003 2005 2007 2009 2011 2014 2016 2018

43%

37%

45%
43%

30%

34%

37%
36%

49%

ROOT CAUSES

Source: PwC 2018 Crime & Fraud Survey

Accidental Data Error

Financial Statement Manipulation

Theft of Cash, Cash Receipts, or Inventory

Corruption

Theft of Intellectual Property





Issues to Worry an ERP Director

What are my Risks

Are Major Frauds Possible on my ERP

Satisfying Internal/External Audit

Internal Controls

How do I Plan Remediation

• Path to Best Practice





Security of Customer Data

Hosted at AWS/OCI
Totally secure 
Environment

Encrypted at Rest
in the QCloud

Encrypted in Flight

From customer site 
to QCloud

. 

ISO/IEC 18033-3:2010 Part 3 Encryption (Oracle Standard)

No Business Data

Uploaded to the Q Cloud
. 



Understand your Module Usage

Input Oracle License 

Request Audit – No technical requirements

Report will show
• Usage by Module

• Non-Compliance Modules

• Custom Modules

Access - Determine Usage & Remove unnecessary 
access 

Plus Associated Tables



Use Cases

Oracle License Negotiation 
• Actual Module Usage

Users with Access but not Accessing 
• Check your Contract

Concurrent Licensing (3:1)
• Other Tools, ready for Negotiation

Enterprise Licensing
• Ready for Negotiation

CAS Bundling 
• Enter License Details

Associated Tables –
• do you Need Licensing



Associated Tables (JDE)

SKU1

20 Users

Direct

10

Associated

10





Summary

• Reduced audit prep time from 5 days to 24-48 hours

• Reduced audit review completion from 4-6 weeks to 1 week

• Increased the audit content from basic SoD to full security 
audit

• Reduced initial QCloud audit results to an acceptable level in 
6 months time

• We are now ready for our next IT audit!!! 



jleatherman@ctbinc.com
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