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Objectives – Learn…..

• How a well-known company protected its brand with increased 
focus on security and fraud protection

• How a fellow JDE customer established risk controls efficiently 
and effectively, particularly in light of rapid growth.

• How a private company opted to achieve greater control of 
unknown risks



Tom Spoke
• Global IT Director

• 19 Years at Trek

• Global IT-ERP 
Director

• Business Process 
Improvement

• Wisconsin

• Cyclist



Mike Ward

• 40 Years IT Experience

• ERP from the Beginning

• Born in UK, Living in Colorado

• @mikeaward

• Aged by Isolation

• Not a Cyclist
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Founded in 1976



Headquarters in Waterloo Wisconsin, USA



Corporate culture of employee health & wellness





Trek is certified as a GPTW!



• World leader in manufacturing & distribution of bicycles & cycling 
products

• Global Organization
• Distribution in 90+ countries worldwide

• 30 countries with legal entities

• Annual revenue of USD $1 billion

About Trek Bicycle Corporation







Trek Global Network
• Partnership with 10,000+ Independent Bicycle Dealers (IBD)

• 150+ Direct Retail Locations

• B2C E-Commerce Platforms US & UK (and growing)

About Trek Bicycle Corporation



• Brands
• Trek

• Bontrager

• Diamant

• Electra

About Trek Bicycle Corporation



41 city installations across 
the U.S.





Retail Management Solution Software & Services for the Bicycle 
Industry

• Point of Sale Software

• Business Analytics

• Bookkeeping Service

• Inventory Consulting

• Strategic Planning



Trek IT Systems Overview
ERP

JD Edwards 9.2 
Single global instance

Tools Release 9.2.4.2
Modules

Sales (Advanced Pricing & Configurator)
Procurement
Warranty (Case Management)
Advanced Warehousing
Finance (Advanced Cost Accounting)
Manufacturing 

Users and Scale
Approximately 1000 users
500 concurrent users

Infrastructure
IBM i DB2 Database (Power 9)

Other Systems
Qsoftware Security  
Loftware Labeling
Proship Shipping Solution
Hybris B2B & B2C
Microsoft CRM
dcLink Data Collection
EDI
Oracle SOA 12c
AIS
IoT Orchestrator
E1 ADF
Automic Job Scheduler
Archivist Data Archive Solutions



Trek’s JD Edwards ERP History

2005 – Global XE implementation

2011 – Asia Pacific E1 9.0 implementation

2012 – Asia Pacific 9.0 to 9.1 upgrade

2014 – Global XE to 9.1 upgrade (all modules except Advanced 
Warehousing)

2015 – Global XE to 9.1 Advanced Warehousing upgrade

2018 – Global 9.1 to 9.2 upgrade
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Why is Security 
Necessary?

Your ERP system contains all your Key 
Company Data

Theft Fraud
Compliance

Risk Management

Internal Controls

Governance



Wide System 
Authorizations

Poor Internal Controls
Non-Segregation 

of Duties
Lack of Supervision Business Pressure

Fraud Exposure and Insufficient Controls

50% OF COMPANIES EXPERIENCE FRAUD MOST COMMON TYPES OF FRAUD

2001 2003 2005 2007 2009 2011 2014 2016 2018

43%

37%

45%
43%

30%

34%

37%
36%

49%

ROOT CAUSES

Source: PwC 2018 Crime & Fraud Survey

Accidental Data Error

Financial Statement Manipulation

Theft of Cash, Cash Receipts, or Inventory

Corruption

Theft of Intellectual Property



#JDEINFOCUS

© ACFE 2018



#JDEINFOCUS

The Efficiency Conundrum

Costs

SkillsRisk
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1. Creating tighter controls and visibility 
• Preventing phishing attempts/internal theft

2. Maintaining SoD
• Smaller Subsidiary offices

o Many folks wear multiple hats

• Multiple regions/localizations

• Analyst Roles

• Pre-production roles

3. Supporting Audit requests
• Internal, External, financial, etc.

Top Challenges at Trek



Creating Tighter Controls and Visibility 

• Recent occurrences that required security review/lockdown

1) CFO spoof emails

2) Gaps in shipping processes

3) Inventory management  

Q Software Tools helped manage/mitigate risks 



Creating Tighter Controls and Visibility 

• Hierarchy (Default Deny)

1. User

2. Supervisor

3. Manager

Ex: SLSUSR, SLSSUP, SLSMGR

• Standard protocol for security requests



Maintaining SoD High Level SoD Plan 



Maintaining SoD

Leveraged Q 
Software 
reporting to 
manage SoD
initiatives



Maintaining SoD

Risk 
Identification 



Maintaining SoD

Actionable Plan to 
mitigate SoD violations



Leveraged Q Software reports to 
support recent external financial audit

Supporting Audit Requests



Results…

Minimal changes requested by Trek’s 
external auditing firm due to acceptable 
security measures already in place across 
ERP landscape

Supporting Audit Requests
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Audit Implementation Plan 

• Run against Seeded Rules

• Identified Key Risks

• Planned Remediation

• Work with Business
• Mitigations

• Gained Ownership



Satisfying your Auditor 

• Plan 
• Review last Years Results

• IT General Controls
• Risk Matrix

• Compensating Controls

• Segregation of Duties Reporting



SoD Reporting – the 5 Essentials
1. Detailed SoD Report



SoD Reporting – the 5 Essentials
2. SoD Model Integrity Report



SoD Reporting – the 5 Essentials
3. Validation of SoD Rules Report



SoD Reporting – the 5 Essentials
4. SoD Violations Report



SoD Reporting – the 5 Essentials
5. Mitigation Report
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Issues to Worry an ERP Director

• What are my Risks

• Are Major Frauds Possible on my ERP

• Satisfying Internal/External Audit

• Internal Controls

• How do I Plan Remediation

• Path to Best Practice
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• The effort needed to set up security has reduced by 80-90%

• On-going security maintenance workload has reduced by 65-70%

• Task View Manager (TVM) tools saved an enormous amount of time 
and made it much easier to build new Roles.

• Day-to-day security changes are delegated to regional staff

• Now have a scalable, efficient security model

• Proactively managing phishing/theft attempts

• Easy SoD Reporting gives the Trek team the information to:
• Monitor progress
• Identify areas of risk
• Prioritize remediation efforts

Key Wins - Tom



Lessons to Learn - Mike

• Reputation – you cannot repair a failure

• Risk (& SoD) Control does NOT have to be Difficult

• Use the tools 

• Build on Content

• Build on the Experience of Others

• Involve the Business (it’s a business issue)

• Efficiencies in Security Management can provide an ROI



Tom_spoke@trekbikes.com
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