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Objectives — Learn.....

* How a well-known company protected its brand with increased
focus on security and fraud protection

* How a fellow JDE customer established risk controls efficiently
and effectively, particularly in light of rapid growth.

* How a private company opted to achieve greater control of
unknown risks
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Tom Spoke

 Global IT Director
19 Years at Trek

Global IT-ERP
Director

e Business Process
Improvement

e Wisconsin

Cyclist
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Mike Ward

* 40 Years IT Experience

 ERP from the Beginning
 Bornin UK, Living in Colorado
e @mikeaward

* Aged by Isolation

* Not a Cyclist
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Agenda

* Introduction & Objectives

* Trek — Company & ERP Setup
* Why Audit is Important

* The Challenges at Trek

* Solutions

* Auditing Security

* Summary - Lessons
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About Trek Bicycle Corporation

* World leader in manufacturing & distribution of bicycles & cycling
products

* Global Organization
e Distribution in 90+ countries worldwide
* 30 countries with legal entities
* Annual revenue of USD S1 billion
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Trek Global Locations

| Trek Subsidiaries
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About Trek Bicycle Corporation

Trek Global Network
* Partnership with 10,000+ Independent Bicycle Dealers (IBD)
e 150+ Direct Retail Locations
 B2C E-Commerce Platforms US & UK (and growing)
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* Brands
 Trek
* Bontrager
* Diamant
e Electra
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Infroducing

BCycIe ElecCtriC
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¥ Ascend.

Retail Management Solution Software & Services for the Bicycle
Industry

« Point of Sale Software
« Business Analytics
« Bookkeeping Service

 Inventory Consulting

e Strategic Planning




Trek IT Systems Overview
Infrastructure

ERP IBM i DB2 Database (Power 9)

JD Edward.s 9.2 | Other Systems
Single global instance Qsoftware Security

Tools Release 9.2.4.2 Loftware Labeling

Modules N _ Proship Shipping Solution
Sales (Advanced Pricing & Configurator) Hybris B2B & B2C
Procurement Microsoft CRM
Warranty (Case Management) dcLink Data Collection
Advanced Warehousing EDI
Finance (Advanced Cost Accounting) Oracle SOA 12¢
Manufacturing AlIS

Users and Scale- loT Orchestrator
Approximately 1000 users E1 ADF
500 concurrent users Automic Job Scheduler

Archivist Data Archive Solutions
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Trek’s JD Edwards ERP History

2005 — Global XE implementation
2011 — Asia Pacific E1 9.0 implementation
2012 — Asia Pacific 9.0 to 9.1 upgrade

2014 — Global XE to 9.1 upgrade (all modules except Advanced
Warehousing)

2015 — Global XE to 9.1 Advanced Warehousing upgrade

2018 — Global 9.1 to 9.2 upgrade
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Agenda

* Why Audit is Important
* The Challenges at Trek
* Solutions

* Auditing Security

* Summary - Lessons
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Why is Security Your ERP system contains all your Key
Necessary? Company Data

Compliance Internal Controls
Risk Management Governance
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Fraud Exposure and Insufficient Controls

50% OF COMPANIES EXPERIENCE FRAUD MOST COMMON TYPES OF FRAUD

@ Theft of Intellectual Property

Accidental Data Error

2001 2003 2005 2007 2009 2011 2014 2016 2018

Theft of Cash, Cash Receipts, or Inventory

Source: PwC 2018 Crime & Fraud Survey

ROOT CAUSES

Non-Segregation Wide System

of Duties Authorizations Lack of Supervision Business Pressure

Poor Internal Controls
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INTERNAL CONTROL WEAKNESSES
WERE RESPONSIBLE FOR NEARLY

HALF OF FRAUDS

© ACFE 2018




he Efficiency Conundrum
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#JDEINFOCUS



Agenda

* The Challenges at Trek
* Solutions

* Auditing Security

* Summary - Lessons
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Top Challenges at Trek

1. Creating tighter controls and visibility
*  Preventing phishing attempts/internal theft

2. Maintaining SoD
Smaller Subsidiary offices
o Many folks wear multiple hats
Multiple regions/localizations
 Analyst Roles
*  Pre-production roles

3. Supporting Audit requests
 |nternal, External, financial, etc.
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Creating Tighter Controls and Visibility

* Recent occurrences that required security review/lockdown
1) CFO spoof emalils
2) Gaps In shipping processes
3) Inventory management

Q Software Tools helped manage/mitigate risks
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Creating Tighter Controls and Visibility

« Hierarchy (Default Deny)
1. User
2. Supervisor
3. Manager
Ex: SLSUSR, SLSSUP, SLSMGR
« Standard protocol for security requests

A B C D E F G H

| | | | b | b | | |
1 |Componel - Application Name ~|Form Name [~ Description ~ Versioi~ R /I~ 1 i~ Assoc Apps~
2 |SLSMGR-IN R42500 Ship Confirm Batch Application ¥ ¥
3 |SLSMGR-IN R42950 Sales Order Batch Price/Cost Update ¥ ¥
4 |SLSMGR-IN R5742FRT Add Freight Lines for Combined Ship/Pick ¥ ¥
5 |SLSMGR-IN R57421114 Mon-Stock Status Update A ¥
& |SLSMGR-IN RA2750 Order and Basket Level Pricing ¥ ¥
7 |SLSMGR-IN R3742PROV Sales Order Super Rug A Y
4 |5LSMGR-IN R574211B Update Subledger and Subledegr type on the SO A Y
] _SLSMGR—IN R374201C Fix Payment Terms, Tax Area Code or StatusCode Next in F4211 Y A
10 | SLSMGR-IN R5742565 Driver UBE for R42565 by Shipment A Y
11 | SLSMGR-IN R42B00 Sales Update A Y
12 |SLSMGR-IN R42565 Print Invoices A Y
13 |SLSMGR-IN R0O9801 General Ledger Post ¥ ¥
14
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[ ] [ ] [}
I\/Iamtaunng SoD High Level SoD Pl
DIAGRAM Process Flow Cycle Mitigating Controls
Expenditures PO and Receive:
Vendor Create PO Receive Enter
- - o .
Setup Goods Invoice : - : :
In general, users processesing (input/voucher) AP should not have 1. Areportis reviewed which details users who have both
access to: created a PO and Received against the same PO.
l 1. Create Purchase Orders
Upload file BT Create Voucher 2. Receive Inventory/Sevices Vendor Creation and A/P Processing:
to_l?ank " Run F—Payment 4 | Payable 3. Create Vendors®. 2. AVendor Change Report is reviewed to identify new vendors
Tt Reviewed & Run (IDE) 4 Reconcile Bank Account and who set up the vendors.
Bank Approved
Payment
For exampe: In JDE, Single User Cannot: 3.. Areported is reviewed to identify users creating vendors and
l 1. Create Vendor & Create PO & Voucher payahle & Initiate Bank vouchering invoices against that vendor.
R— Payment Run.
condary Bank Account 2. Create Vendor & Voucher payable & Initiate Bank Payment Run.
approval of > )
Reconciled 2. Voucher payable & Initiate Bank Payment Run.
bank payment d Revi d
T hil [EShI=lE 3. Create Vendor & Create PO.
2. Create PO and Receive Goods or Services (Create/Receive needs to
be Separate)
*endor Setup can be performed by A/P - but not A/P processor (enter/voucher
payments)
Order to Cash Order to Cash:
Sales Order Product Posted to Customer E—
Creation | Shipped & * AR T* | statements R ) 1 Ageing is reviewed to ensure proper and timely cash
Invoiced Senerate In general the 4 portions of the triangles should be kept seperate. o
1. Cash Application SRRHEsHen.
l 2. Invoicing/Credit Memo 2. Bank reconciliation is reviewed inance Manager.
’ 3. Credit iewed t lid invoici turns.
Transacted cash Cash AR Ageing 3. Maintain Customer Data (AR/Credit Limit/Credit Release/access . CI:E : mim ?:5 atre rew:we Dtjensure \r_a : Clin\rolcrltng,;"re urns
in IDE ‘ Applicdto  F—TCollected® ——— funds.) . Changes ? %IS _ome_r ccounts are reviewed Quarterly
Ledger/AR e — 4 Reconcile Bank Account (Terms, Credit Limit, Discounts, Rebates)
account Account ’ 5. Rebates are monitored against contract.
\ 6. Daily/Weekly Margin is reviewed to ensure appropriate
l For exampe: In JDE, Single User Cannot: pricing R
1. Apply Cash and Invoice Customer 7. Alockbox is utilized for all checks. Checks mailed in error to
:ankmflc{:’unt Finance Manager 2. Release Credit Hold and Invoice Customer -10,33'5 -_C :a'.d.ed If ockbox. ﬂ " '_Ta cashis :E_'ken .
Seoncis * | Review mitigating *Cash - minimal 3. Reconcile bank account and have access to funds 8. Restrict Ability of Cash application team to disburse funds
- dd pproval for disburs ts
controls Ch_ECk lockbox 4. Monitor AR/Review Credit Memos and perform transactions and dual approval for dishursements
Wire/ACH - Preferred
Direct Debit - Preferred
LOCKBOX - where
* Sales should never have access to customer credit limits, Cash Application. available
* *Cash application should not have occess to disburse funds. *Cash defined as Cosh, Check, Wire, ACH.
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Maintaining SoD

RYSARH*
View : A & o & Status & Time Job
|:| Output Print  Report Name Version Title Job Job# Status ~ Details User ~ Submitted = Submitted
O @ 5 Rules Currently in Violation Rules Repart by User - 50D Violations RYSAH531_TRKO01 68450050 D Dane USBATCH 06/07/2020 11:28:04
Il @ & Users Currently in Violation Users in Violation - DV910 - Select Rule RY5AH521_TRKOO0L 68450045 D Done USBATCH 06/07/2020 11:28:04
Leve ra g e d Q o B &) Users Currently in Violation Users in Vilation - DV910 - Select Rule RYSAH521_TRKOO1 67757918 D Done USBATCH 05/31/2020 14:54:11
0 @ & Rules Currently in Violation Rules Report by User - 50D Violations RY5AHS31_TRKDOL 67757917 D Done USBATCH 05/31/2020 14:54:11
S O ft W a r e o B & Rules Currently in Violation Rules Repart by User - 50D Vidlations RYSAHS31_TRKO01 £7030683 D Done USBATCH 05/24/2020 12:45:55
O @ 5 Users Currently in Violation Users in Violation - DVA10 - Select Rule RYSAH521_TRKO01 67030682 D Dane USBATCH 05/24/2020 12:45:54

reporting to

ﬂ Security Type and Violation ~]

B Login As B rule DEI Duty B x B object B pescription B y B /e

ﬂ Versionn Profile causing Violation(-Type) ﬂ 2 ﬂ 3

S D TVANDEBERG SLSMGR-NZ£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,
m a n a g e O THIBL SLSMGR-N£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,
o .. o . TGREEN SLSMGR-N£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,
t I a t I Ve S TCOOK SLSMGR-N£ P04012 PO4012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,

I n I RABRAM SLSMGR-NZ£ P04012 P04012  Supplier Master E SLSMGR-MA Sales Manager - No-G 1Single: Change =Y,
NANGER SLSMGR-N£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,

MEBBENS SLSMGR-NZ£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,

LGAREY SLSMGR-N£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,

KEGGEBRECH SLSMGR-N£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,

JSCHUMACHE SLSMGR-N£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,

JMOUNTFORD SLSMGR-NZ£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,

JKOWSKI SLSMGR-N£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,

JJOHMSON SLSMGR-N£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,

JENGEL SLSMGR-N£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,

JAGUIRRE SLSMGR-NA P04012 Po4012  Supplier Master E SLSMGR-MA Sales Manager - MNo-G 1Single: Change =Y,

HTOBER SLSMGR-N£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,

GWHITEBIRD SLSMGR-N£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,

EWELCH SLSMGR-N£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,

CPRESTEGAR SLSMGR-NA P04012 PO4012  Supplier Master E SLSMGR-MA Sales Manager - No-G 1Single: Change =Y,

BHEINZE SLSMGR-N£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,

ARAMSEY SLSMGR-N£ P04012 P04012  Supplier Master E SLSMGR-NA Sales Manager - No-G 1Single: Change =Y,
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Maintaining SoD

Appendix A: Current JDE Access

Global Summary
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Phase 1: Master Data Acccess

IVI ° t ° ° S D Access Removal Q1 2018 North America - Supplier Master

dintaining >0 J—
PO4012

General Role JDE Role Supplier Master Users Tab Reference
A/R ARUSR-MNA 5 1
Import/Export EXPMGR-NA 6 2

Actionable Plan to Import/Export EXPUSR-NA : 2

.. . . Import/Export IMPUSR-NA 13 2

mltlgate SoD violations Manufacturing MFGMGR-NA 51 3
Manufacturing MFGSUP-NA 38 3
Manufacturing MFGUSR-NA 27 3
Procurement - Taichung PURSUP-MA 9 4
Procurement - Taichung PURUSR-MNA 5 4
SALES SLSMGR-MNA 21 5
SALES SLSSUP-MNA 24 7
SALES SLSUSR-MA 54 6
Warranty WARMGR-MNA 9 8
Warranty WARSUP-MNA 10 8
Warranty WARUSR-NA 55 9
Inventory WHEMGR-MNA a8 10
Inventory WHSSUP-NA 40 11
Inventory WHSUSR-NA 14 10

594

Current Users W/Access Globally 468
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IT Audit PBC (Prepared By Client) Request List: Trek Bicycles

REQUEST .. Ewid: type | Received
Item Description
NUMEBER required

Supporting Audit Requests Ee

Organization Charts or Employee Listings: IT and Finance/Accounting/Payroll (if applicable).
Include: Full name, official title/position, and department
Mames of external IT vendors/consultants involved in managing/supporting the internal IT

Diocument

Diocument
2 environment (if applicable) and their roles, services and respansibilities.
S Evide: PLEASE APPEN
Employ New Hire, Ch and Terminations m-etype
required W
List from the Payroll and/or Help Desk application of employees who transferred departments,
roles, responsibilities, etc. in the audit period and required a corresponding change in user _
3 po P a P System Report For the fiscal ye

BCCESS.

Leve ra ge d Q SOftwa re re po rtS to Include: Full name, official current title, and title/position and department before and after if

List from the Payroll application of employee new hires in the audit period.
4 v p_p_ | . _pmf P System Report For the fiscal ye
Include: Full name, official title/position, department and start date.

L] L L]
S u p po rt re Ce nt exte r n a I fl n a n C I a I a u d It 5 List from the Pa\.'roll_appl'lca_ti_on of emplweeterminatim‘l—s in _the audit period. System Report For the fiscal ye
Include: Full name, title/position, department and termination date.
For the above three areas (new hires, access modifications and terminations), BDO will select one
6 account from each listing and will walk through the process the company uses to ensure NfA
controls are in place for them. Additional requests for evidence will be made for this once on

o . . Evidence

Business Application Information B type 1D Edwards

required

7 Application name, vendor and version information Screen Print

8 Mame of server(s) housing application Document
Full user Listing (all Users of application).

e ( wp ) . - . - System Report

g Include: User 1D, full user name, account status (e.g., active, disabled), userrights, and last .

" . [ Screen Print
logon [if available)
For each in-scope application, a screenshot of the log-in screen showing a user's password is not shown in

10 pe app e e P Screen Print
clear text.

11 If the in-scope application uses 550 (Single Sign-On), please provide evidence to support the System Report
application using this feature [aka configuration screen showing setting for 550) / Screen Print
List of Application Administrators, including members of any administrator groups.

For each human-named administrator account, include: user's full name, user's official title, account
purpose, account status [e.g., active, disabled), and last logon [if available).
12 System Report
. - L. . . [ Screen Print
For each generic or non-specific-named administrator account (system & service accounts), include:
account full name/official title, explanation of account purpose, full names and titles of those
with password knowledge, account status (e.g., active, disabled, no human legon), and last
logon |if available).
List of "other" non-specific generic and/or guest user accounts. (ONLY IF DIFFERENT THAN #12 ABOVE)

13 Include: user(s)'s full names, user(s)'s official titles, explanation of account purpose, full names | System Report
and titles of those with password knowledge, account status (e.g., active, disabled, no human J Screen Print
logon), and last logon (if available).

14 Application Password Parameters (include minimum character length, complexity, expiration System Report
narind naccwnrd re-isa histane failad login attemnts - lackout threshald and duration ete ) [ Srraan Print

PBC List - IT SQL Scripts iSeries Reports Configuration Examples
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Supporting Audit Requests

Area/
Control Objective Observation

JOE Application / | BDO noted that there are two individuals
Program Changes _Techm'cal Manger and

! Network Technical Architect) with the following access
Re S u |ts Security +  Administrator access to JDE
see * Administrator to AS400

¢ Ability to both develop and promote
changes in the JDE environment.
*  Administrator access to EDI and Batch
processing in JDE.
This leads to a 50D (Segregation of Duties) issue for

Minimal changes requested by Trek’s

external auditing firm due to acceptable e oion, 500 noted that developers have the
security measures already in place across " oanmente | cpment and production
ERP Iandscape . Sll_.lw;rt':rjne::t. authority to the AS400

* Administrator access to EDI
*  Administrator access to JDE Batch
Processing.

This raises the risk that developers can make
changes to production directly. BDO understands,
after discussing with management, that developers
often act in the capacity of support to end users in
the production environment. Mone the less, BDO
will raise a risk associated with this.

Recommendations

BDO recommends that the Company should reduce
the roles for these two individuals to remove the
risk and maintain SOD.

Also, BDO recommends developers should be
removed from having administrative rights to the
operating system, EDI configuration, or Batch
Jobs. If feasible, keep it to IT personnel with no
developer roles to serve as defined administrators
for AS400, EDI, and Batch Jobs.
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Agenda

* Solutions
* Auditing Security
* Summary - Lessons
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Audit Implementation Plan

* Run against Seeded Rules
* |dentified Key Risks
* Planned Remediation

e Work with Business
* Mitigations
* Gained Ownership

<0> Quest Forum Digital Event questoraclecommunity.org/questforumdigitalevent



Satistying vour Auditor

* Plan
 Review last Years Results

e IT General Controls
e Risk Matrix

* Compensating Controls
* Segregation of Duties Reporting
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SoD Reporting —the 5 Essentials
1. Detailed SoD Report

RY5AH4I Worldwide Company 06/08720018 19:05:38
Version  QEGH0L Base Version Dty to Duty Enle Feport Page - 1

Model ID QSAMPLE Sample Rule Set

Fule Description Tustfication Justification SEVENTY Faule From Eule To
jus] Cods Text Level Diate Diate
o1l Prepare | Make Bank Deposit & Cash Feceipt Processing CM Cash Managemen: 05 13/00/2017
Dty Irem Of Logical
Concern Flag Operator
023 T
022 N A
Dty Ohject Version Object Logical Secumty Match Ttem Fun Add Che Dit OE/ Cpy Scroll  View PO Prompt for Prompt for Prompt for Full D5 Add DS Modify
D Name Type  Operator  Types Flagz App YW YN TN Sel Act toEnd YMN  Change Talues Wersion Diata Sel Change Fows DS Rows
022 P03B102 EANY APPL 13 5.5, T T T T T _
022 P03B121 EANY APPL ] 13 5.5, T Y Y T T
022 ROIBOG41A 2ANY UBE ] 3 5. T
022 RO3B351 FANTYT UBE ] 3 5. T
Dty Object Version Object Logical Secumty Mawch Item Fun Add Che Dt OE/ Cpy Scroll  View PO Prompt for Prompt for Prompt for Full DS Add DS Modify
D Name Type  Operstor  Types Flags App YH YN YN Sel Act toEnd Y/M  Change Talues Wersion Dhata Sel Change Fows DS Rows
023 BOO30A EANY APPL 13 5.5, T T T T T _
023 PO020B FANTYT APPL ] 13 5.5, T T T T T
023 PO00G FANTYT APPL ] 13 5.5, T T T T T

¢ Quest Forum Digital Event
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SoD Reporting —the 5 Essentials
2. SoD Model Integrity Report

RYSAH<25 Q Scoftware Global 060672014 18:08:28
Version QSGO001 Base Version Model Integrity Report *** DETAIL REPORT *** Page- 1
Modal Description Model Error Rule Emror Dury Error Object Emror Securiry Emror
D Count Count Count Count Count
E1SOD Test Entity Manager SoD 22 L] - 5 2 *** Integrity Issuses ***
Rules In Error
Object Error Securaty Error

Rule ID Description Coumt Count

AGGI Test Azgrezates Issues for Smgle o o

BLANK Test Empty Object to Object Rule ° o ¢¢* Rule is Empty ***

DETAIL Test Object to Object Rule - Deta:l (Al 1 o

EMPTY Test Adding Empty Duties 10 a Rule 0 () *+* Rule is Empty ***

SINGLE Test Single Risk Object [ 0

TAR Test Add Rule o (] ¢¢* Rule is Empty ***

Duties In Emor
Object Error Secursty Emor

Dury ID Description Count Count

APPAYMENT Accounts Payable Payments 1 )

APVOUCHENT Accounts Payable Voucher Ensry 1 o

CHANGED Test Changing Duty o 1

COPY Test Copy 1 o

EMPTY Test Empty Duty 0 ° ++* Duty is Empty ***

EMPTYA Test Empty Duty 0 1

EMPTYB Test Empty Duty 0 ° *** Duty is Empty ***

M1 Test Mitgzatior Duty 1 o

OTHER Test new OR Functionality ° o *** Duty is Empty ***

End Of Report
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SoD Reporting —the 5 Essentials
3. Validation of SoD Rules Report

Model IDv - QSAMPLE Sample Rule Set Walidation IT 539
Envirenment Name JDYVexd

Bule Deunpsea S preganos of b L gatisn espisci Explicit asdance,

= e T i Comt Lol £ oozt Famult
o« Vesdor Mave Magtemaccs & AP Panmess v H 24 Vhahdatoo Completed Suooendlly
o0z Bask Receasilisnes & AP Payiass Y M 2A0E VElkE Cosmplited S L
g3 Proces Purebass Ordar & AP Payroass Y ] IRAF  Thlik Ciorplunad & ]
LY Mlwrminin Sareety O AT Payedan Y M FASD Tl Cosrpluned & el
155 Alunnin feesal Entrie & AP Payookss Y 5l 2T Valid Complened 5 Ll
i) Procens P bane Onder & AP Raliais Blocked Isiwics Y M LT Validasss Compleed Suotauidally
«T Proces Ooods Raceipt & AR Falsas Blocked lnowce w H 1T hlidatos Completed Sucoendelly
08 Abxgam tery & AP Belsas Blocked Iovoes ki M 284 Vhldason Complesed Soovendfrlly
a0 Procens Procibose Order & AR Cless Veodor Acoouns T - 445 Vilidaton Complesed Soooemfally
La16] Mbwiminin Saresmy AP Clasr Vesdes Ar ot Y M 374 Vhlid Cosrpluned & ]
ol Frgass * hlske Buack Depondt & Cans Foncaips Proceuiag ¥ M B4 Validimos Compbased 5 EXI)
L1 ¥ Criisi aad Masrics, Baak Adcouah & Cail Retaips Procsiasg ¥ H 859 VhlidiEss Completed Sudtenidally
o3 Prwpars Baok Ascomt Racons hasions & Canls Racwipt Proceuszg ¥ M 424 Vhlidamon Complesed Smcomntlly
a4 Create acd Mazeen Bk Arcommty & Prepare  Make Back Degous ki M 870 Vhlidases Completed Snccendlly
i3 Creace aod Maziag ook Accomis & Prepare Bagk Accosss Reconciasioo: T N 478 Vhhdason Completed Suoopmdnlly
[11] Freces Delnesy & Procen Ballag T M LiED Vildeson Complesed Suooemdally
T Frice Maiswsance & Frocess Ballag T M T VilidaGon Compleied Suooendully
el Ambonot Accoums Recesrable WOy & Mg tutauhary A R Seb-Ledper T M 431 Valkboon Complesed Soooesdinlly
oe Alwrpiain Salles Ordec & © Ilaster AL Y ] i Vhlidesas Complated Sncsavdnlly
200 Alvmtg fubnediary AR Seb-Ledper & Llczius Salen Ordas k M 257 Vhldamon Complesed Socrentfrlly

v
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SoD Reporting —the 5 Essentials
4. SoD Violations Report

RYSATES3] Worldwide Compamy 01052018 19:14:34

Wersion  QSG0002 Base Version - including Mitigation Faules Currenty in Violation Page - 4

("+" In the ObjectDuty Name indicates that more unchecked ORs exist in the mle or duty)

Model ID VEGAS Vegas Company Environment Name JDV920
Ohject Object Description ImpExp Version Profile cansing Vielation Security Type and Vielation

User IDv JDE Q_SOFTWARE validated om 01052018 Id: 534

JDE Logging in with Role *ALL SYSADMIN |

RO3B351 Update Receipts Header E U IDE Q_SOFTWARE 3 Single: Bm=7Y,

PO030A Bank Accomnts by Address E G SYSADMIN IDE Insw:l / Upgrade Gro 1 Single: Add =T, Delete =, Change =¥, Copy =T,
PO030A Bank Accounts by Address E U JDE Q_SOFTWAERE 3 Simgle: Fan =T,

TDE Logging in with Bole  SYSADMIN TDE Install / Upgrade Group

R03B551  Update Receipts Header E U IDE Q_SOFTWARE 3 Single: Bam=7Y,

PO030A Bank Accounts by Address E G SYSADMIDN IDE Insw:l / Upgrade Gro 1 Single: Add =T, Delete =, Change =¥, Copy =Y,
POO30A Bank Accounts by Address E U JDE Q_SOFTWAERE 3 Single: Pan =T,

User IDv EAAMEBANM O SOFTWARE has been AMitigated

User ID EARENTW AE Commonl validated em  0L/0S/2018 Ia: 534

KARENW Logging in with Rele *ALL SYSADMIN |

RO3B551 Update Receipts Header E G SYSADMIN IDE Install / Upgrade Gro 3 Single: Bm=T,

PO030A Bank Accounts by Address E G SYSADMDY JDE Install / Upgrade Gro 1 Single: Add =7, Delete =Y, Change =¥, Copy =Y,
POO304A Bank Accomnts by Address E G SYSADMIN JDE Instzll / Upgrade Gro 3 Single: Bm=Y,

KARENW  Logging in with Role SYSADMIN TDE Install / Upgrade Group

R03B551 Update Receipts Header E G SYSADMIN IDE Inst:ll / Uperade Gro 3 Single: Bm=T,

PO030A Bank Accounts by Address E G SYSADMDY JDE Inctall / Upgrade Gro 1 Single: Add =7, Delete =Y, Chanpe =Y, Copy =Y,
POO30A Bank Accounts by Address E G SYSADMIN JDE Install / Upgrade Gro 3 Single: Pan =T,
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SoD Reporting —the 5 Essentials
5. Mitigation Report

EYSAHS34 Worldwide Company

Version  QSGO001 Basze Version List of defined Mitizgatons - by Eunle

0202/2017  17:40:01

Page -

Model ID CARRIEDEMO Carrie Demo

End Of Feport

Environment Name JDVO20 E920 Development Environment
Bule ITY OME Addres: Book Entry and User Defined Codes
User ID APUSER2 From: 02/02/2017 To: 02/02201ME IS DOING TWO JOBS INSTEAD OF ONE
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Agenda

* Auditing Security
* Summary - Lessons

<0> Quest Forum Digital Event questoraclecommunity.org/questforumdigitalevent



The ERP Security

Life Cycle

AUDIT
REPORTING

CONTINUOUS
MONITORING

SEGREGATION
OF DUTIES

ROLE BASED
ACCESS
CONTROL

USER
PROVISIONING
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The ERP Security

Life Cycle

Periodic

AUDIT
REPORTING

Fraud
Detector
CONTINUOUS

MONITORING

BASED

ACCESS
CONTROL

Security Manager Pro
+ Efficient Security Management
v Efficient Roll-out

USER

PROVISIONING

User Admin
Manager

SEGREGATION
OF DUTIES

||_|| Audit
= B Manager
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Issues to Worry an ERP Director

* What are my Risks

* Are Major Frauds Possible on my ERP
* Satisfying Internal/External Audit

* Internal Controls

e How do | Plan Remediation
e Path to Best Practice
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QHELPER

RECEIVE DATA
DECRYPT

RUN ANALYSIS
PRODUCE RESULTS

EXTRACT DATA

(NO BIZ DATA)
ENCRYPT ( ; ST AGENT
LINK TO RESULTS TRANSMIT

RECOMMENDATIONS

HISTORY ‘
ENQUIRY ERP SYSTEM
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Agenda

* Summary - Lessons
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Key Wins - Tom

* The effort needed to set up security has reduced by 80-90%
* On-going security maintenance workload has reduced by 65-70%

e Task View Manager (TVM) tools saved an enormous amount of time
and made it much easier to build new Roles.

* Day-to-day security changes are delegated to regional staff
* Now have a scalable, efficient security model
* Proactively managing phishing/theft attempts

e Easy SoD Reporting gives the Trek team the information to:
* Monitor progress
* |dentify areas of risk
* Prioritize remediation efforts
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Lessons to Learn - Mike

* Reputation — you cannot repair a failure
* Risk (& SoD) Control does NOT have to be Difficult

* Use the tools '/l\‘

e Build on Content y wcd = 2 €
* Build on the Experience of Others

* Involve the Business (it’s a business issue)
e Efficiencies in Security Management can provide an ROI
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Q&A

Tom_spoke@trekbikes.com

Session ID:

104200

Remember to provide your
session feedback in the app!



Quest Forum Digital Event Continues!

Cloud Week
Wednesday, May 27 - Friday, May 29

JD Edwards Week
Monday, June 8 - Thursday, June 11

PeopleSoft Week
Monday, June 1 - Thursday, June 4

Training & Workshops Day
Friday, June 12

Professional Development &
Emerging Technology Day

Friday, June 5

Database & Technology Week
Monday, June 15 - Thursday, June 18

REGISTER TODAY!




