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Objectives.......

« How to Improve & Simplify Role/User Management
« Importance of Pro-Active SoD
e Delivering Efficiency to the Business

CO-0
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Mike Ward

* 45 Years IT Experience
 ERP from the Beginning

e 250 ERP Audits

* Leicester City FC since 1963

e @mikeaward

A Young Mdn

Aged by . .

~ERP audif, security & efficiency
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Tres Paul

20 Years IT Experience
Business Analyst
Technical Architect
Security Design
Multiple ERP — JDE, EBS
Supports Liverpool FC

-ERP audit, security & efficiency
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Mark Laxdal

20 Years IT Experience

JDE Manager, Business Analyst
Master Data Management
Business Orientated

Passionate about detail

-ERP audit, security & efficiency
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Contents

« Business Issues - MW

« Federated Co-Operatives - ML

e Streamlining User Provisioning - ML
« UAM Demo — MW/TP

e Summary
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Why is Security Your ERP system contains all your Key
Necessary? Company Data

Theft
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Fraud Exposure and Insufficient Controls

50% OF COMPANIES EXPERIENCE FRAUD MOST COMMON TYPES OF FRAUD

Theft of Intellectual Property

Accidental Data Error

2001 2003 2005 2007 2009 2011 2014 2016 2018

Theft of Cash, Cash Receipts, or Inventory

Source: PwC 2018 Crime & Fraud Survey

ROOT CAUSES

Non-Segregation Wide System

Poor Internal Controls of Duties Authorizations Lack of Supervision Business Pressure
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INTERNAL CONTROL WEAKNESSES
WERE RESPONSIBLE FOR NEARLY

HALF OF FRAUDS

© ACFE 2018

(co-08)




Fraud — The Business Suffers
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The Efficiency Conundrum

co-op\
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Key Problems in Delivering Access

Takes too long to deliver access to users

Burdensome process for business users requesting
access

Cannot keep pace with the number of access change
requests

Lack of a consistent approval process for access and a
way to handle exceptions

Too expensive

Can’t apply access policy controls at point of change
request

Difficult to audit and validate access changes

Too much staff required

No common language exists for how access is
requested

Delivery of access to users is staggered
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Problems

. User Assignment is Difficult
. Approval Process

. What about Segregation of Duties
. Visibility

questoraclecommunity.org/questforumdigitalevent
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e Streamlining User Provisioning

« UAM Demo
e Summary
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Federated Co-Op — The Business Q

FCL is a wholesaling, manufacturing, and marketing co-
operative that serves independent retail Co-ops across
Western Canada

2018 financial highlights How we operate
$10.7 Billion - sales TN
$11 Billion - Net Income F CL LOCAL MEMBER-
: CO-OPS | | OWNERS
5789 Million- Patronage Allocation — WHOLESALE —  — RETAIL CONSUMER —
- ey )
$651 Million - share Redemption i i CO-0
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Federated Co-Op — The Business Q

Serve 170+ Co-ops across Western Canada, multi-

channel model has unigue scale and loyalty benetfits
| [ - :

A = I".

287 | 111 377 | 160+
FOOD HOME GAS BARS/ | COMMERCIAL AGRO | LIQUOR
STORES CENTRES C-STORES CARDLOCKS CENTRES OUTLETS

(65 with Pharmacies)
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JDE Project @
« Two major Go Lives with 4 weeks
« Core Financials and Refinery

- Went from Mainframe to JDE 9.2

< Used QSoftware for Roles/Components
* ERP-One consultants

«Have over 2500 user accounts
«Have a dedicated JDE Security & UX Analyst

co-op\
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ISsues & Objectives Q

« Streamline Business Processes

« Remove paperwork & bottlenecks
« User Provisioning was Manual

« Exploit RBAC
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=N
Benefits of RBAC =

« Enable our Business Users

« Access Control

« Fraud & Segregation of Duties
« Visibility of Access

« User Management Responsible

CO-0
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ST . &
User Provisioning Project 3

« Business owns the JDE System

« Make Business Responsible for Access
« Provide All Information

« Submit Own Requests

« Approval Process

« Improve Relationships

CO-0
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UAM Metrics :

UAM Metrics
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Outcomes

* Auditor Very Happy
e Full Audit Trail

<0> Quest Forum Digital Event

e Users Empowered
* [nnovative

oo
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Visibility

Where are my SoD issues?
Who Owns that Issue?
What is the Business Risk?
How do | fix it?
Mitigation?

Who can Access this Critical Object, Master
Data?

Periodic Access Review

CO-0
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User Admin Manager Q

' Provisioning of Users & Roles

‘Requestor Approver : Assigner

‘ Automated Workflow

|
‘ Optional SoD check
|

‘ Manage Security in a Grid

‘ Batch upload from spreadsheet

' Reporting on Leavers etc

CO-0
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Requestor Approver Assigner

—~p—— Pass / Mitigate
Mitigate Notification . N

Pending
Approval

N Aadifimnadinm
R R RO
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Technical
Demonstration



Summar
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plan & remediate data privacy

Oracle

licensing
audit ot history
on demand & drill down
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UAM Benefits

Efficiency in Security Management
Spreadsheet Import

Pro-Active SoD

Workflow with Approval notifications
Audit Reports

Reporting to Clear Tables

co-op\
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Summary — Federated Co-Operatives Q

« Empowered the Business

« Easy to use — built in JDE

« Consistent and Standard Process
« Flexible

« Improved data quality

« Saves Time — JDE Security Analyst
c Fully Audited

« Happy Management

co-op\
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Q&A

Mark. laxdal@fcl.crs
mikew@gsoftware.com

Session ID:

114450

Remember to provide your
session feedback in the app!



Quest Forum Digital Event Continues!

Cloud Week
Wednesday, May 27 - Friday, May 29

JD Edwards Week
Monday, June 8 - Thursday, June 11

PeopleSoft Week
Monday, June 1 - Thursday, June 4

Training & Workshops Day
Friday, June 12

Professional Development &
Emerging Technology Day

Friday, June 5

Database & Technology Week
Monday, June 15 - Thursday, June 18

REGISTER TODAY!




